
Welcome to LUG

sh.lug.umbc.edu/checkin
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Please Check In:

sh.lug.umbc.edu/checkin 

http://sh.lug.umbc.edu/checkin


Club Updates:

● Coming Up:
○ Elections (April 29th) - All positions can be run 

for - No incumbents running for Treasurer.
■ Add Google Form here

○ MeshPages Presentation - Devon (May 6th)
○ SAS workshop and server upgrade (May 13th / Study 

Day)
○ Summer Break!



Packages and Package Managers



What is a system 
without software?

nothing :(



How to install software…

- Building from source
- Pull source code
- Compile the binaries
- Add to your path
- Configure it

There’s gotta be a better way…

Packages!!



Package Archives

- A package is a packaged piece of software
- They are the files needed to install a piece of 

software onto a system

Packages are distributed as package archives.

- An archive is just a set of files in a container. (Not 
always compressed)

Package archives have two components:

- Program Files - Files needed to install program (Not 
always pre-compiled)

- Package metadata - more on this later



Package Archives

No system like this is useful without some standardization

Package Archive Formats

Some Examples

- Deb
- RPM
- .msi
- APK
- .pkg.tar.zst
- AppImage
- Flatpak
- Snap
- PUP & PET



.deb Debian Package Format

- A standard package format developed for debian
- Used by it’s derivative operating systems as well

.deb File Structure

> pkg.deb - (UNIX ar Archive - Predecessor to TAR)

> debian-binary - txt file containing ver # e.g. ‘2.0’

> control.tar - pkg meta information

> data.tar - install files



Within control.tar

- control - description and dependencies
- md5sums - checksums of all files in package
- conffiles - defines the data files that are configs and 
shouldn't be overwritten
- preinst, postinst, prerm, postrm - optional script 
files
- config - optional script for debconf (could include 
picture)
- shlibs - shared library dependencies

.deb Debian Package Format



Control File
- Pkg name
- Version
- Architecture
- Maintainer
- Size
- Dependenceies
- Conflicts
- etc..

.deb Debian Package Format



Thanks to wikimedia for 
this goated diagram

.deb files support 
signature validation for 
security. Not commonly 
implemented.

Instead debian does 
something else…

.deb File Structure



So we have packages
How do we manage them?

package managers :)



Package Managers

Debian uses APT (Advanced Package Tool)

- Pacman and DNF are prevalent as well

APT is really just a high-level wrapper for DPKG.

- DPKG is the low level package manager for debian



DPKG - Debian Package

Low level package manager

Responsible for:

- Installing packages dpkg -i nano.deb
- Uninstalling packages dpkg -r nano
- Configuring packages
- Managing what’s installed dpkg -l

Has it’s limitations

Which brings us back to…



APT - Advanced Package Tool

Higher level DPKG wrapper

- Has functions that call DPKG
- Can install and uninstall packages

What makes APT different

- Resolves and installs dependences when installing 
packages

- Can retrieve packages from remote sources



How does APT work?

- Pulls from remote sources (repositories) as defined in 
/etc/apt/sources.list and /etc/apt/sources.list.d 
- These sources can be remote URI’s e.g. 

http://mirror.lug.umbc.edu/debian 
- Can also be CD repositories

http://mirror.lug.umbc.edu/debian


Debian repository structure

See it for yourself: https://mirror.lug.umbc.edu/debian 

> dists/ - contains all the releases like; trixie, stable

> dists/bookworm/ - contains sub components and then 
architectures

- Indexed by release file containing hashes of every 
Packages.gz file

> dists/bookworm/main/binary-amd64/Packages.gz - Actual 
index of package files for this release. Contains hash 
information and file path

https://mirror.lug.umbc.edu/debian
http://package.gz
http://packages.gz


How does APT work?

- Pulls from remote sources (repositories) as defined in 
/etc/apt/sources.list and /etc/apt/sources.list.d 
- These sources can be remote URI’s e.g. 

http://mirror.lug.umbc.edu/debian 
- Can also be CD repositories

Release Sub-Components

http://mirror.lug.umbc.edu/debian


Debian 
repository 
structure

Release File

...



Debian repository structure

Packages.gz File

http://packages.gz


How does APT work?

> apt update

- Synchronizes Packages.gz indices with all remote 
sources

> apt upgrade

- Compares local package versions with that of the 
index; then pulls and installs needed packages

> apt install pkg-name

- Searches releases > Pulls package archive > Installs
- Recursive for installing dependencies

http://packages.gz


How does APT validate authenticity?

> When updating APT verifies Packages.gz integrity 
against checksum in release file

> When pulling APT verifies package archive (pkg.deb) 
against checksum in Packages.gz

> When installing DPKG verifies install files against 
local md5sums in package archive.

Trust is passed down

http://packages.gz
http://packages.gz


Trusting the source

Everything in this process relies on the release file at 
the root of the release directory being authentic.

The Solution:

Release file gets signed with public key encryption.

Hash of release file 
encrypted with private key 
and stored as release.gpg

Clients decrypt with pub 
key and compare against 
their own hash of release



Trusting the source

Where do you get the public key?

> Often distributed with the OS

> Keys are stored in /etc/apt/trusted.gpg.d

You can add keys to rust new repositories



Other Package Managers

Most package managers follow similar concepts to APT/DPKG

Some notably different package managers / formats

- Pacman (AUR) - Built for uncompiled packages
- Flatpak, Snap & AppImage 

- Built to run on any system
- Achieved by bundling all dependencies in one 

container
- Consequently bloated, heavy and inefficient 


